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[bookmark: _GoBack]Protocol title, acronym, version and date & PI
Title: 
Acronym: 
Version:  						Date: 

Principal investigator: 					Department:
Hospital: 						City:
Date: …../…../20…..					Signature: 

Introduction (optional)
[Give a short introduction on background and rationale if deemed necessary].

Purposes of collection
[Describe in a few lines the purposes of the collection of human bodily material and if any laboratory or external partner will be the designated recipient of the HBM].

Associated research project
[Describe in a few lines any research project currently associated with this collection of human bodily material. Refer to a document describing the research project in more details].

Duration 
Foreseen starting date of collection: …../…../20…..
Foreseen date of last donor inclusion: …../…../20…..
Foreseen end date of collection: …../…../20…..

Collection sites
[List the sites where HBM will be collected].
1. Site 1
· Hospital : 
· Department :
· Address : 
· Physician in charge :				Tel 			Mail
· Contact person :				Tel 			Mail
2. Site 2 
· Hospital : 
· Department :
· Address : 
· Physician in charge :				Tel 			Mail
· Contact person :				Tel 			Mail

Donor selection and evaluation
1. Inclusion criteria [List donor inclusion criteria]
· 
· 
2. Exclusion criteria [List donor exclusion criteria]
· 
· 
3. Donor selection and evaluation process [Describe in a few lines how donor selection, consent (including how ICF Log Form will be managed), and evaluation before donation will be organized, if applicable]
· 


Methodology of HBM collection
[Describe in a few lines how the collection of HBM will be organized and by whom: describe successive visits for the donor, what will be done at each visit, and follow-up visits after donation if any]

Management of HBM
[Describe briefly the type and quantity of HBM to be collected. 
Explain whether and how HBM will be stored on the collection site temporally. 
Explain how HBM will be transported from collection site to biobank, or alternatively directly transferred to laboratory or external partner which is the final recipient of HBM. 
Explain how the Collection Sample Registry will be managed.
Explain how and how long HBM will be stored at biobank or recipient lab, and how it will be finally used or destroyed. 
Mention whether HBM will be used in animal experiments or not. Clearly state that HBM shall not be used in humans.]

Data collection
[List the clinical and other personal data to be collected in the frame of HBM collection. Explain which data will be transferred to biobank and to laboratory or external partner which is the final recipient of HBM]

Risks for the donor
[Describe in a few lines the potential risks for the donor. Describe also how severe adverse events will be declared and managed]

Donor compensation
[Describe whether and how donor would be (financially) compensated for travel costs, time spent on visits and donation, any loss of income, and for the inconvenience and constraints of procedures. 
Donor cannot receive any direct benefit (medical, financial or otherwise) from participation : donation of HBM samples must be without financial payment at the time of HBM collection or in case the research leads to new diagnostic or therapeutic methods].

References (optional)
[List references if deemed necessary]







DATA PROTECTION AGREEMENT 
(unnecessary if HBM Provider is CHU of Liège)


This Agreement sets forth the EU General Data Protection Regulation (2016/79 of April 27th, 2016)[footnoteRef:1] requirements that are applicable to Personal Data processed by the parties, each as far as it is concerned, under the Collaboration agreement. [1:  hereinafter referred to as the GDPR] 


This Data Processing Agreement, including any annexes hereto, together called the "Data Processing Agreement" (hereinafter DPA), is an integrated part of the Collaboration agreement. 

All defined terms within the DPA shall have the same meaning, unless explicitly defined otherwise.

1. Scope of the data processing Agreement

1.1. BHUL acts as a “Data Processor” as defined under article 4, 8) of the GDPR for External partner. 

1.2. External partner acts as a “Data Controller" as defined under article 4, 7) of the GDPR, with respect to its Processing of Personal Data regarding donors.

1.3. "Personal Data" means any information relating to an identified or identifiable natural person, see Article 4(1) of GDPR.

1.4. Process or Processing means any operation which is performed upon Personal Data, whether or not by automatic means, such as collection, recording, organization, storage, adaptation, alteration, consultation, use, disclosure,…

1.5. Data security breach means a breach of security leading to accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or access to, Personal Data that has been transmitted, stored or otherwise processed.

1.6. “Applicable Law” means any applicable data protection or privacy laws, regulation or other legal requirement, including :

(a) the GDPR, 

(b) all other applicable laws that are similar or equivalent to or that are intended to implement the RGPD, 

2. Processing of Personal Data

2.1. The Data Processor is instructed to process the Personal Data for the term of DPA and only for the purposes of providing the data processing tasks set out in Annex 1. As part of the Collaboration agreement, Data Processor may not process or use Personal Data in another way than provided in the instructions, including with regard to transfers of Personal Data to a third country or an international organization, unless the Data Processor is required to do so according to Union or Member State law, in particularly GDPR, Article 46. In that case, the Data Processor shall inform the Data Controller in writing of that legal requirement before processing, unless the law prohibits such information on important grounds of public interest.   

2.2. Data Processor shall at all times maintain a record of processing of Personal Data in accordance with applicable law and, if the Data Processor considers an instruction from the Data Controller to be in violation of the applicable law, the Data Processor shall promptly inform the Data Controller in writing.



3. The Data Processor's obligations (particularly, GDPR, articles 28 & 29)

3.1. The Data Processor must ensure that persons authorized to process the “Personal Data” have committed themselves to confidentiality or are under an appropriate statutory obligation of confidentiality.


3.2. The Data Processor shall implement appropriate technical and organizational measures to prevent that the Personal Data processed is:

(i) accidentally or unlawfully destroyed, lost or altered,
(ii) disclosed or made available without authorization, or
(iii) otherwise processed in violation of applicable law,

3.3. The Data Processor must also comply with the special data security requirements of Annex 2 (see below).

3.4. In accordance with the chapter IV of the GDPR, the appropriate technical and organizational security measures must be determined by the Data Processor with due regard for the following open list :

(i) the current state of the art,
(ii) the cost of their implementation,
(iii) the nature, scope, context and purposes of processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons.

3.5. The Data Processor shall upon request provide the Data Controller with sufficient information to enable the Data Controller to ensure that the Data Processor's obligations under this DPA are complied with, including ensuring that the appropriate technical and organizational security measures have been implemented.

3.6. Taking into account the nature of the processing, the Data Processor shall assist the Data Controller, by means of appropriate technical and organizational measures, insofar as this is possible, in fulfilling its obligation to respond to requests from data subjects pursuant to laws and regulations in the area of privacy and data protection (such as, the right of access (GDPR, article 15), the right to rectification (GDPR, article 16), the right to erasure (GDPR, article 17), the right to restrict the processing (GDPR, article 18), the right to data portability (GDPR, article 20) and the right to object, (GDPR, article 21).
 
3.7. The Data Controller is entitled to appoint at its own cost an independent expert, reasonably acceptable to Data Processor, who shall have access to the Data Processor's data processing facilities and receive the necessary information for the sole purpose of auditing whether the Data Processor has implemented and maintained said technical and organizational security measures. The expert shall upon the Data Processor's request sign a non-disclosure agreement provided by the Data Processor, and treat all information obtained or received from the Data Processor confidentially, and may only pass on, after conferral with Data Processor, the findings as described under article 3.9, (ii) below to the Data Controller.

3.8. The Data Processor must give authorities who by Union or Member State law have a right to enter the Data Controller's or the Data Controller's processors’ facilities, or representatives of the authorities, access to the Data Processor's physical facilities against proper proof of identity and mandate, during normal business hours and upon reasonable prior written notice.

3.9. The Data Processor must within 24 hours in writing notify the Data Controller about:

(i) any request for disclosure of Personal Data processed under the Agreement by authorities, unless expressly prohibited under Union or Member State law,

(ii) any finding of:

(a) breach of security that results in accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or access to, Personal Data transmitted, stored or otherwise processed by the Data Processor under the Agreement,

(b) other failure to comply with the Data Processor's obligations under Clause 3, 

(iii) any request for access to the Personal Data (with the exception of medical records for which the Data Processor is considered data controller) received directly from the data subjects or from third parties.

3.10. Such a notification from the Data Processor to the Data Controller with regard to a breach of security as meant in Clause 3.9 (ii)(a) will contain at least the following information:

(i) The nature of the Personal Data breach, stating the categories and (by approximation) the number of Data Subjects concerned, and stating the categories and (by approximation) the number of the personal data registers affected (datasets);

(ii) The likely consequences of the Personal Data breach;

(iii) A proposal for measures to be taken to address the Personal Data breach, including (where appropriate) measures to mitigate any possible adverse effects of such breach.

The Data Processor shall document (and shall keep such documentation available for the Data Controller) any Personal Data breaches, including the facts related to the Personal Data breach, its effects and the corrective measures taken. After consulting with the Data Controller, the Data Processor shall take any measures needed to limit the (possible) adverse effects of Personal Data breaches (unless such consultation cannot be awaited due to the nature of the Personal Data breach).

3.11. The Data Processor must promptly and reasonably assist the Data Controller (with the handling of:

(a) responses to any breach of security as described in 3.9 (ii) above and 

(b) any requests from donors under Chapter III of the GDPR, including requests for access, rectification, blocking or deletion. The Data Processor must also reasonably assist the Data Controller by implementing appropriate technical and organizational measures for the fulfilment of the Data Controller's obligation to respond to such requests. Any reasonable documented costs and expenses pre-approved in writing by the Data Controller related to the above will be reimbursed by the Data Controller to the extent such costs and expenses are not related to any requirements according to Applicable Law imposed on the Data Processor or due to any breach of this DPA or the Agreement by Data Processor. 

3.12. The Data Processor must reasonably assist the Data Controller with meeting the other obligations that may be incumbent on the Data Controller according to Union or Member State law where the assistance of the Data Processor is implied, and where the assistance of the Data Processor is necessary for the Data Controller to comply with its obligations. This includes, but is not limited to, at the request to provide the Data Controller with all necessary information about an incident under Clause 3.9 (ii), and all necessary information for an impact assessment in accordance with Article 35 and Article 36 of the GDPR. Any reasonable documented costs and expenses pre-approved in writing by the Data Controller related to the above will be reimbursed by the Data Controller to the extent such expenses are not related to any requirements according to Applicable Law imposed on the Data Processor or due to breach of this DPA or the Agreement by Data Processor.	



4. Data controller’s obligations (particularly, GDPR, articles 24 & 25)

4.1. The External partner is responsible for supplying the BHUL's personnel with sufficient information regarding the collection of their personal data on how this may be and will be handled by External partner as well as their rights before providing their personal data to the External partner. Upon External partner’s request, the BHUL through the Investigator will assist the External partner in providing the necessary information.

4.2. The Data Controller shall take all necessary measures to ensure data protection in accordance with the GDPR, including but not limited, to providing adequate agreements with its subcontractors and obtaining data subject’s consent, according to applicable laws (particularly, GDPR, articles 7 & 8).


5. SubProcessors

5.1. The Data Processor may only engage a subprocessor, with prior specific or general written consent from the Data Controller. At the time of this DPA, the Data Processor uses the subprocessor listed in Annex 3 (see below). The Data Processor undertakes to inform the Data Controller of any intended changes concerning the addition or replacement of a subprocessor by providing a reasonable prior written notice to the Data Controller. The Data Controller may reasonably and in a duly substantiated manner object to the use of a subprocessor. The Data Processor must inform the Data Controller in writing of the discontinued use of a subprocessor.

5.2. Prior to the engagement of a subprocessor, the Data Processor shall conclude a written agreement with the subprocessor, in which at least the same data protection obligations as set out in this Data Processing Agreement shall be imposed on the subprocessor, including obligations to implement appropriate technical and organizational measures and to ensure that the transfer of Personal Data is done in such a manner that the processing will meet the requirements of the Applicable Law.

5.3. The Data Controller has the right to receive a copy of the relevant provisions of Data Processor's agreement with the subprocessor related to data protection obligations. The Data Processor shall remain fully liable to the Data Controller for the performance of the subprocessor obligations under this Data Processing Agreement. The fact that the Data Controller has given consent to the Data Processor's use of a subprocessor is without prejudice for the Data Processor's duty to comply with this Data Processing Agreement.

6. Confidentiality

6.1. The Data Processor shall keep Personal Data confidential.

6.2. The Data Processor shall not disclose the Personal Data to third parties or take copies of Personal Data unless strictly necessary for the performance of the Data Processor's obligations towards the Data Controller according to this DPA, and on condition that whoever Personal Data is disclosed to is under the responsibility of a professional subject to the obligation of professional secrecy under Union or Member State law or rules established by national competent bodies or by another person also subject to an obligation of secrecy under Union or Member State law or rules established by national competent bodies. Notwithstanding the foregoing, BHUL shall remain Data Controller for its own processing in relation to the personal data processed for healthcare purposes.

6.3. The Data Processor shall ensure that its employees comply with this DPA.

6.4. The Data Processor shall limit the access to Personal Data to employees for whom access to said data is necessary to fulfil the Data Processor's obligations towards the Data Controller.

6.5. The obligations of the Data Processor under Clause 5 shall continue until such time as provided by Applicable Law and regardless of whether the cooperation of the parties has been terminated.


7. Term and termination of the Data Processing Agreement

7.1. Regardless of the expiry or termination, for whatever reason, of the Collaboration agreement, this Data Processing Agreement remains in force and applicable as long as the Data Processor processes the Personal Data for the Data Controller under the Agreement.
		
7.2. In case of termination of the Agreement, the Data Processor must provide the necessary transition services to the Data Controller. The Data Processor is obliged to reasonably assist Data Controller at Data Controller’s expense.

Data Processor shall have appropriate procedures in place for the archiving of the Personal Data after the end of the Study in accordance with Data Controller Instruction, Applicable Law and at the end of the legally mandated archiving period ensure the destruction of the Personal Data and promptly inform Data Controller of this same, without prejudice to its own legal retention obligation. 


Annexes:

Annex 1: Instructions
Annex 2: Security measures

Annex 1 to data protection agreement – Instructions (to complete by Data Controller)

This Annex 1 constitutes the Data Controller's instructions to the Data Processor in connection with the Data Processor's Personal Data processing for the Data Controller, and is an integrated part of the DPA.

Contact details of the Data Controller (including its Data Protection Officer, if applicable):___________

Contact details of the Data Processor (including its Data Protection Officer, if applicable): dpo@chuliege.be 
 

a)	Purpose and nature of the processing operations

Performance of traceability services under the Agreement and for the purpose of mandatory safety monitoring.

I. Transfer of Personal Data to a third country: YES/NO

II. If YES to I., transfer outside the EU: YES/NO

b)	Categories of Data Subjects

1. Former, current or future persons and/or donors who voluntarily give material, and/or their relatives, and/or

1. Staff members


III.	[…]

c)	Categories of Personal Data

Re b) I:	Age, initials, personal identification code assigned to donors, description of characteristics physical features of the body

Re b) II: Contact information, CV, details on involvement in Study

d)	Special categories of Personal Data

Re b) I:	Health information including past medical history and medical test information (such as clinical biology, Imaging, or pathology), data revealing racial or ethnic origin, genetic data 

e)	Address, city and country of all locations where the processing will be performed





Annex 2 to data protection agreement - Security measures (to complete by the Data Controller)

For example: 

Electronic data, Manual ("paper") data, Information to be given to the donors, Disclosure,…
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